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DETAILED ACTION 



Claim Rejections 



35 USC § 102 



1. The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this Office 
action: 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another 
filed in the United States before the invention by the applicant for patent or (2) a patent granted on an 
application for patent by another filed in the United States before the invention by the applicant for patent, 
except that an international application filed under the treaty defined in section 351(a) shall have the effects 
for purposes of this subsection of an application filed in the United States only if the international 
application designated the United States and was published under Article 21(2) of such treaty in the English 
language. 

2. Claims 1-8, 15-22 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Chen et al. (U.S. Patent No. 7,069,439 B1), hereinafter "Chen". 

Referring to claims 1,7. 15, 20 : 
Chen teaches: 
A method, comprising: 

generating a first set of integrity information for a first processing system 
(see figure 5, elements 530, 535, 540;. column 4, line 59-column 5, line 2; and column ' 
11, lines 5-16 of Chen); 

sending said first set of integrity information to a second processing 
system (see figure 5, elements 535 'sign & return digest' of Chen); and 

generating an attestation value for said first processing system by said 
second processing system using said first set of integrity information (see column 11, 
lines 5-16, '... compares the computed integrity metrics , which it extracts from the 
challenge response, with the proper platform integrity metric , which it extracts from the 
certificate.', of Chen, emphasis added). 
Referring to claims 2, 21 : 
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Chen teaches the claimed subject matter: a method for performing 
dynamic attestation (see claim 1 above). Chen further discloses the cryptographic 
algorithm (see column 5, line 26 of Chen). 
Referring to claims 3, 22 : 

Chen teaches the claimed subject matter: a method for performing 
dynamic attestation (see claim 1 above). Chen further discloses 

retrieving a second set of integrity information for said first processing 
system (see column 11, lines 5-16, '... compares the computed integrity metrics , which it 
extracts from the challenge response, with the proper platform integrity metric , which it 
extracts from the certificate.', of Chen, emphasis added); 

comparing said first set of integrity information with said second set of 
integrity information (see column 1 1 , lines 5-16 of Chen); and 

generating said attestation value in accordance with said comparison (see 
column 1 1 , lines 5-1 6 of Chen). 
Referring to claim 4 : 

Chen teaches the claimed subject matter: a method for performing 
dynamic attestation (see claim 1 above). Chen further discloses the encryption key (see 
column 4, lines 56-58 of Chen). 
Referring to claims 5, 19 : 

Chen teaches the claimed subject matter: a method for performing 
dynamic attestation (see claim 1 above). Chen further discloses the authentication (see 
column 7, lines 21-26 of Chen). 
Referring to claim 6 : 

Chen teaches the claimed subject matter: a method for performing 
dynamic attestation (see claim 1 above). Chen further discloses the decryption (see 
column 7, lines 21-26 of Chen). 
Referring to claim 8 : 

Chen teaches the claimed subject matter: a method for performing 
dynamic attestation (see claim 7 above). Chen further discloses the first and the 
second process (see figure 5, 'trusted device', 'user' [i.e., smart card] of Chen). 
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Referring to claim 16 : 

Chen teaches the claimed subject matter: a method for performing 
dynamic attestation (see claim 15 above). Chen further discloses generating the first 
set of the integrity information (see column 11, lines 5-16 'computed integrity metric', of 
Chen). 

Referring to claim 17 : 

Chen teaches the claimed subject matter: a method for performing 
dynamic attestation (see claim 15 above). Chen further discloses retrieving a second 
set of integrity information (see column 11, lines 5-16 '...with the proper platform 
integrity metric, which is extracts from the certificate.', of Chen). 

Referring to claim 18 : 

Chen teaches the claimed subject matter: a method for performing 
dynamic attestation (see claim 15 above). Chen further discloses comparing the first 
set of integrity metric with the second set of integrity metric (see column 11, lines 5-16 
'compares', of Chen). 



Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth 
in section 102 of this title, if the differences between the subject matter sought to be patented and the prior 
art are such that the subject matter as a whole would have been obvious at the time the invention was made 
to a person having ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

4. Claims 9-14 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Chen et al. (U.S. Patent No. 7,069,439 B1) in view of Nakayama et al. (U.S. Pub. 
No. 2004/0147251 A1), hereafter "Nakayama". 



Application/Control Number: 10/816,267 



Art Unit: 2135 



Page 5 



Referring to claim 9 : 

i. Chen teaches: 

A method, comprising: 

a first processing comprising a plurality of applications (see figure 
5, elements 530, 535, 540; column 4, line 59-column 5, line 2; and column 11, lines 5- 
16 of Chen); 

a second processing system to connect said first processing 
system (see figure 5, element 'user' [i.e., smart card] of Chen); and 

a dynamic attestation module to connect to said first and second 
processing systems, said second processing system to perform dynamic attestation for 
one of said applications to be executed by said first processing system using said 
dynamic attestation module (see column 11, lines 5-16, '... compares the computed 
integrity metrics , which it extracts from the challenge response, with the proper platform 
integrity metric , which it extracts from the certificate.', of Chen, emphasis added). 

However, Chen does not specifically mention the antenna and the 

transceiver. 

ii. Nakayama teaches a portable terminal wherein Nakayama 
discloses the antenna and the transceiver for communicating with other servers (see 
figure 3, element 'A' [i.e., antenna]; and figure 11, elements 23 'application receiver', 
element 27 Value entity transmitter', of Nakayama). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Nakayama into the method 
of Chen to use an antenna and a transceiver for communicating with other servers 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Nakayama into the system of Chen to use an antenna and a 
transceiver, because Chen teaches a method for performing dynamic attestation via 
integrity metric (see claim 1 above), and Nakayama teaches utilizing integrity 
measurement in a portable terminal (see e.g. figure 11, element 20 Integrity 
measurement part' of Nakayama). Therefore, Nakayama's teaching could enhance 
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Chen's teaching by expanding Chen's method for performing dynamic attestation into a 
portable device. 

Referring to claims 10 : 

Chen and Nakayama teach the claimed subject matter: a method for 
performing dynamic attestation (see claim 9 above). They further disclose the generate 
a first set of integrity information (see column 11, lines 5-16 'computed integrity metric', 
of Chen). 

Referring to claims 11 : 

Chen and Nakayama teach the claimed subject matter: a method for 
performing dynamic attestation (see claim 9 above). They further disclose retrieving a 
second set of integrity information (see column 11, lines 5-16 '...with the proper platform 
integrity metric, which is extracts from the certificate.', of Chen). 

Referring to claims 12 : 

Chen and Nakayama teach the claimed subject matter: a method for 
performing dynamic attestation (see claim 9 above). They further disclose comparing 
the first set of integrity metric with the second set of integrity metric (see column 11, 
lines 5-16 'compares', of Chen). 

Referring to claims 13 : 

Chen and Nakayama teach the claimed subject matter: a method for 
performing dynamic attestation (see claim 9 above). They further disclose the 
authentication (see column 7, lines 21-26 of Chen). 

Referring to claims 14 : 

Chen and Nakayama teach the claimed subject matter: a method for 
performing dynamic attestation (see claim 9 above). They further disclose disabling 
access (see column 11, lines 5-16 '...the whole process ends in step 580 with no further 
communications taking place', of Chen). 
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Conclusion 



5. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Joseph Pan whose telephone number is 571-272- 
5987. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Kim Vu can be reached at 571-272-3859. The fax and phone 
numbers for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Any inquiry of a general nature or relating to the status of this application 
or proceeding should be directed to the receptionist whose telephone number is 571- 
272-2100. I 



Joseph Pan 
August 10, 2007 
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